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Copyright, Trademarks, GPL, Legal Disclaimers

© 2013 snom technology Aktiengesellschaft
All Rights Reserved.

snom, the names of snom products, and snom logos are trademarks owned by snom technology AG.
All other product names and names of enterprises are the property of their respective owners.

Product specifications are subject to change without notice.

snom technology AG reserves the right to revise and change this document at any time, without being
obliged to announce such revisions or changes beforehand or after the fact.

Texts, images, and illustrations and their arrangement in this document are subject to the protection of
copyrights and other legal rights worldwide. Their use, reproduction, and transmittal to third parties
without express written permission may result in legal proceedings in the criminal courts as well as civil
courts.

When this document is made available on snom’s web page, snom technology AG gives its permission
to download and print copies of its content for the intended purpose of using it as a manual. No parts
of this document may be altered, modified or used for commercial purposes without the express written
consent of snom technology AG.

Although due care has been taken in the compilation and presentation of the information in this
document, the data upon which it is based may have changed in the meantime. snom therefore
disclaims all warranties and liability for the accurateness, completeness, and currentness of the
information published, except in the case of intention or gross negligence on the part of snom or where
liability arises due to binding legal provisions.

Our firmware includes some source code that may be used and modified by anyone and everyone
under the GNU Public License (GPL) (enclosed in the appendix), provided they, in turn, make it
available to everyone else with the same licensing agreement. Please go to http://www.snom.com/en/
support/download/gpl-open-source/ for the original GPL license and the source code of components
licensed under GPL and used in snom products.
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|mportant information

Please read the instructions on safety and disposal and on how to set up and use the device before
using it and also give them to other users to read or inform those users of their contents. Save this
manual and do not give the device to third parties without it.

Safety instructions
Follow the instructions in this manual and other applicable documentation of the device.

= |f the device is not supplied with power via an Ethernet cable, use only a power adapter expressly
recommended by snom technology. Other power supplies may damage or destroy the device,
affect its behavior, or induce noise.

= Avoid placing the cables where people may trip over them or where they may be exposed to
mechanical pressure as this may damage them.

= This device is for indoor use only! NOT FOR OUTDOOR USE!

» Do not install the device in rooms with high humidity (for example, in bathrooms, laundry rooms,
damp basements). Do not immerse the device in water and do not spill or pour liquids of any kind
onto or into the device.

» Do not install the device in surroundings at risk for explosions (paint shops, for example). Do not
use the device if you smell gas or other potentially explosive fumes.

= Do not use the device during thunderstorms. Lightning striking the power grid may cause electric
shocks.

= Do NOT remove the device's power supply (Ethernet cable when using PoE, power adapter when
not using PoE) when the red light is on or blinking; a firmware update is ongoing. Cutting off the
device's power during a firmware update (red LED on, green LED off) will damage the firmware and
render the PA1 inoperational. In such cases, it will need to be returned to the vendor for resetting.

SELwv (Safety Extra Low Voltage) compliance
Safety status of Input/Output connections comply with SELV requirements.

Warning: To avoid electric shock, do not connect safety extra-low voltage (SELV) circuits
to telephone-network voltage (TNV) circuits. LAN ports contain SELV circuits, and
PSTN ports contain TNV circuits. Some LAN and PSTN ports both use RJ-45 (8P8C)

connectors. Use caution when connecting cables.
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Standards conformance

Ce
FC

This device complies with the essential health, safety, and environmental
requirements of all relevant European directives. The declaration of conformity can
be requested from snom (address see reverse cover).

This phone is FCC-certified and meets US health, safety, and environmental
standards.

Unauthorized opening, changing, or modifying the device will cause the warranty to
lapse and may also result in the loss of CE conformity and the FCC certification. In
case of malfunction contact authorized service personnel, your seller, or snom.

Disposal of the device

)74

This device is subject to European Directive 2002/96/EC and may not be disposed of with
general household garbage.

The separate collection and proper disposal of electrical and electronic devices serve to
protect human health and the environment as well as to use and reuse resources prudently

and rationally.
If you do not know where you may dispose of the device at the end of its lifespan, contact
your municipality, your local waste management provider, or your seller.

Cleaning

To clean the device, use an anti-static cloth. Please avoid cleaning liquids as they might damage the
surface or internal electronics of the device.
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Standard feature list

IEEE 802.3af PoE compliant, Class 3

= 2 port 10/100Mb Ethernet switch

= SIP or multicast support

= Remote SW update

= Network/web management

= Remotely settable speaker volume adjustment

= Push-on speaker terminals

» Class D 4W power amplifier (loudspeaker not included)
= |P address/reset button

= Call/network activity indicator

* One "MIC in" and one "LINE out" 3.5 mm connector for headset connection (SPK impedance =
150 Ohm, MIC power supply 3.3V, RL = 2 KOhm, S= -42 dB (+-2dB)). Microphone input must
be differential and without grounding. This port is for installation and maintainance purposes
only, not for the connection of other devices.

= 41/0 pins remotely settable

> via web interface (in administrator mode only) or
> with DTMF tones (with programmable timer)

= Robust casing design for wall mounting

Not included:

» 5V power adapter PSAC10R-050 (available separately - snom PN 00002730)
= Loudspeaker
=  Keyboard

=  Network cable
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Setting up the snom PA1

Delivery Content

FPFP
S 14

o Base unit

o 2 brackets for wall mounting (pre-assembled)

o 4 screws (@ 8 mm, length 16 mm) + 4 expansion anchors for wall mounting
o Cable set (4 proprietary snom cables for connecting periphery devices)

o Quick Start Guide

Wallmounting

Note: The Ethernet cable must not be bent to avoid damage and loss of the network
connection. We recommend that you place the PA1so that the PoE connector is facing
toward the LAN port in your network. We also recommend that you place the PA1 in a
location where you can see the LEDs from your desk or work station.

110 mm (4.331")
G ¥

121 mm 121 mm
(4.764") (4.764")

[ [
110 mm (4.331")

Fig. 1
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1. Use the measurements in Fig. 1 to mark the positions of the four holes to be drilled in the wall, or
use the template at Appendix 1.

Drill the holes and insert the expansion anchors in the holes.

3. Place the snom PA1on the wall with the cut-outs above the anchors as shown in Fig. 2.

@G

Fig. 2

4. Place the screws in the anchors and tighten them evenly..

Connecting the PA1

LT | e W
Coel = P9
||' |

(optional) NET
Fig. 1 Fig 2

1. Plug the Ethernet cable into the RJ45 connector labelled "Port 1PoE", as shown in Fig. 1. The
second RJ45 connector labelled "Port 2" is for daisy-chaining further Ethernet devices without the
need for another Ethernet cable.

If no PoE available: Connect a snom-approved 5V 10 W power adapter to the power
connector labelled "5V DC".

2. Connect the loudspeaker wires to the speaker terminals labelled "Speaker", as shown in Fig. 2.
Connect the "+" wire with the red terminal, connect the "-" wire with the black terminal.

Note: If you want to use a headset during the setup:

* Connect the headset's microphone plug to the jack labelled "Mic-In".
* Connect the headset's speaker plug to the jack labelled "Line-Out".
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Initializing and Configuring the PA1

|nitia|izing and Configuring the PA

During setup

Status of PA1

[ Connect

the device ]

1

[ Sending DHCP request ]

Network with DHCP

{} Network without DHCP

Press the "IP/Reset"
button ¥

Application starts with
the settings received from
the server (IP address,
netmask etc.)

Application starts
with the default IP adress
and netmask

[ Web interface available }

[ Web interface available }

Press the "IP/Reset" button
to listen to the announce-
ment of the IP address ?

Default IP adress: 192.168.0.2
- it can also be listened to by
pressing the "IP/Reset" button ?

‘ Open the web interface ‘

Open the web interface

Advanced > Network:
DHCP: Off
Change settings "IP
address" and "Netmask" ¥

Click on "Apply" and
”SaVe”

"Apply setting changes?"
Click on "Reboot" and con-
firm by clicking on "Yes"

After reboot has been completed:

[ Register the first account ]

'

[ Account registered ]

LED indications when application is running

[ Ready ]
[ Busy ]
[ Firmware update in progress j

10

[On]f

off |

(Blinking |

off |

( Blinking |

off |

(

on | off |

(

Onjf

Y

off | on

off | on

off | (EBlinking |

N Y Y

on | ( off |

Red LED lights up

Red LED starts to blink

Red LED stops blinking, glows
steadily

Green LED lights up.

Note: When the red and the
green LED are on simultaneously,
pressing the "IP/Reset" button will
result in the announcement of the
IP address. Caution: Pressing
the button at other times will result
in resetting the PA1.

" |t can take a few minutes
until the application starts.

2 Via external loudspeaker
or headset.

9 Ask your administrator for the
settings required in your net-
work. It may also be necessary to
change other settings as well.

Red LED turns off
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|nitia|izing

After the PA1 has been connected to the network via Ethernet cable, the red LED marked "Power" will
light up. The PA1 begins to boot.

Initializing with DHCP

The snom PA1 has a built-in DHCP client. When DHCP is available in the network, the PA1 will
initialize automatically.

1. The red LED begins to blink. The PA1 is sending the DHCP request.

2. After the PA1 has received an IP address and other network-related settings (netmask, IP
gateway, DNS server, etc.) from the DHCP server, the red LED stops blinking and glows red
steadily, indicating that the application is starting up.

3. When the PA1 boot up process is finished and the web interface is available, the green LED lights
up in addition to the red one.

4. Briefly press the button labelled "IP/Reset" to listen to the oral announcement of the IP address (in
English) over the loudspeaker or headset.

Open a web browser on a PC connected to the same network as the PA1.

Type the IP address into the address bar after http:// and press "Enter" to open the PA1's web
interface.

7. Continue with "Security settings" on page 13.

Initializing without DHCP

If your network does not support DHCP, the snom PA1 will boot with the default settings. Please
obtain the network IP address and netmask and, if applicable, other required network settings from
your network administrator. The default settings are:

IP address: 192.168.0.2
Netmask: 255.255.0.0

1. The red LED begins to blink. The PA1 is sending the DHCP request.
2. Press the button labelled "IP/Reset". The red LED continues to blink.

Note: It may take a few minutes before the PA1 aborts the DHCP request and starts the
application with the default settings.

3. When the application is starting up with the default network settings, the red LED stops to blink
and glows red steadily.

4. When the PA1 boot up process is finished and the web interface is available, the green LED lights
up in addition to the red one. You can now change the default settings manually.

Note: Briefly press the button labelled "IP/Reset" to listen to the oral announcement of
the default IP address (in English) over the loudspeaker or headset.

5. Open a browser on a computer connected to the same network as the PA1, and type the default
IP address in the address bar: http://192.168.0.2. The PA1 web interface will be loaded into the
browser.

11
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6. Click on "Advanced" in the menu on the left side of the window. The "Advanced" page opens to
the "Network" tab.

H —
Advanced Settings ) N
— -“‘_/----
Operation
Home Network  Behavior  Audio  SIP/RTP  QoS/Security =~ Update
Directory Network:
Setup DHCP: @on Coff @
Preferences Options on DHCP:an [134612154243516667 | @
Speed Dial Options on DHCP:off [43 120 125 | ®
Function Keys e [10.110.25.153 | ®
::e”?t"; Netmask: [255.255.255.0 | ®
Identltt\V.rB Host Name: | |®
entr
dentity & 1P Gateway: [10.110.25.254 | ®
Action URL Settings T
Advanced Domain: [snom.com |®
Certificates RIS C e 40 D ——— 167

7. In the "Network" section make the following changes:
a. "DHCP" setting: Click on "Off".
b. "IP address" and "Netmask" settings: Replace default values with network values.
c. Other settings: Replace if and as required.

8. Click on the "Apply" button at the bottom of the page

Note: Any changes you make will not take effect until you click on "Apply". Changes will
be lost if you open another page of the web interface or if you close the web interface
without first clicking on "Apply".

9. After you have clicked on "Apply", three buttons will appear at the top of the page.

Operation
Home & Apply setting changes? Reboot
Directory
Setu & .
P Some settings are not yet stored permanently. Save View Changes @
Preferences
Speed Dial Metwork  Behavior  Audie  SIP/RTP  QoS/Security  Update
Function kKeys
. Network:
Identity 1 DHCP: ®on Ooff @
Identity 2 Options on DHCP:on [L34612154243516667 @
Identity 3 Opticns on DHCP:off [43 120 125 | ®
Identity 4
iy _ 1P address: [10.110.25.154 |®
Action URL Settings
g Netmask: [255.255.255.0 | @
Advanced
o Host Name: | | @
Certificates @
IP Gateway: |LD.LLD.25.25-1 |

Software Update

a. Click on the "Save" button to save the changes permanently.

Note: Changes that have not been saved will be lost if and when the phone loses power
or is disconnected from its power source.

Operation
Home & Apply setting changes? Reboot
Directory

Setup Network Behavior Audio SIP/RTP QoS/Security Update
Preferen-ces e
Speed Dial DHCP: @on Ceff @
Function Keys Options on DHCP:on [t 3461215424351 6667 4 ®
Identity 1 Artinne an DHCD A [am amm 1me 107

b. Click on the "Reboot" button. The Confirmation page will appear.

12
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Confirmation '

— f-"_’!’;---
Operation

Home Attention!

Directory Are you sure you want to reboot the phone ?
Setup

Preferences Yes No

Speed Dial

c. Click on "Yes". The PA1 will save the new settings and restart. When the start-up with the
network settings is complete, the red and the green LED will both be glowing steadily.

10. Continue with "Security settings".

Security settings

When the web interface is opened for the first time upon initialization, you will see the Security page.

Security - N
___/'---

Operation

Home Security Advice

Directory . .
Setu We strongly recommend that you secure the web interface in order to protect your phone against

P remote attacks. Therefore the HTTP User and Password as well as the Administrator Password
Preferences
) should be changed from the default value.

Speed Dial

Function Keys Security:

Identity 1 Administrator Password: [sessases | @

Identity 2 Administrator Password (Confirmation): | @

Identity 3

Identity 4 HTTP Server:

Action UBL Settings ESE | | g

Advanced Password: [sessases |

Certificates

Software Update Additionally yvou should protect the web interface with hidden security tags against remote attackers
Status trying to change phone settings with faked HTTP POST requests.

System Information . _ _

v Use hidden tags: @ -_-fo®

Log

SIP Trace

DNS Cache

o Press to save the settings as shown above.
Subscriptions

PCAR Trace Press to ignore the warning until reboot.

Memory

Settings Press to ignore the warning forever.
Manual

Firmware versions below 8.7.4

We urge you to set administrator and HTTP passwords to protect the PA1 from remote attacks. The
default administrator password is 0000 (4 zeros); there is no default HTTP password.

Note:

- If you do not replace the default administrator password by an individual one, an
unauthorized third party could set an administrator password unknown to you. In such
a case, you would no longer be able to switch from user mode to administrator mode.
Unauthorized third parties would also be able to set the device back to factory values.

13
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If you do not set an HTTP password, you make it easier for third parties to break into your
system.

If you set your own passwords, be sure to write them down and store them in a secure
place.

Without the administrator password, you will not be able to switch the web interface from
user mode to administrator mode; the settings will be inaccessible.

Without HTTP password you cannot open the PA1's web interface.

If you do not wish to set an HTTP password, click on the respective button to turn off the reminder until
the next reboot or permanently. If you change your mind later, you can set the password on the PA1's
web interface, "Advanced"page > "QoS Security" tab > "HTTP Server" or turn off the warning later at
Advanced > QoS Security > Security > Ignore security advices.

Continue with "Configuring accounts" on page 15.

Firmware versions 8.7.4 and higher

When you register the first account, the SIP user name and password will be registered as the HTTP
user name and password. If you wish to change them later, you can do so on the PA1's web interface
> Advanced > QoS Security > HTTP Server.

Note:

If you do not replace the default administrator password by an individual one, an
unauthorized third party could set an administrator password unknown to you. In such a
case, you would no longer be able to switch from user mode to administrator mode.

If you set your own passwords, be sure to write them down and store them in a secure
place.

Without the administrator password, you will not be able to switch the web interface from
user mode to administrator mode; the settings will be inaccessible.

Without HTTP password you cannot open the web interface.

Continue with "Configuring accounts" on page 15.

14
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Configuring accounts

The PA1 supports up to four accounts (or identities, as they are called on snom devices) that can be
used to make announcements over the loudspeaker connected to the PA1.

Configuring identities automatically

(recommended) by using the provisioning server. For more details on auto provisioning snom devices
see www.shom.com/wiki .

Configuring identities manually

In the menu on the left, click on "Identity 1". The page "Configuration Identity 1" opens with the "Login"
tab active.

Configuration Identity 1 - N

— — /----

Dperation
Home Login  SIP NAT  RTP
Directory Login Information:

Setup Identity activez[ @on Cloff @
Preferences Displayname: | | ®
Speed Dial Account: |L52 | @
Funct!nn Keys Password: |uuc|c| | @
dentity t Registrar: —omcom | @
Ident!tv z Outbound Proxy: | | @
Identity 3
Identity 4 Failover Identity: MNone - @
Action URL Settings Authentication Username: | | ®
Advanced R | | ®
Certificates Ringtane: Ringer 1 - @
Software Update Custom Melody URL: [ | @

Status Display text for idle screen: | | @
System Information Ring After Delay (sec): | | @

Log Record Missed Calls: @gn Coff @
SIP Trace Record Dialed Calls: @on Coff @®
DNS Cache Record Received Calls: @on Cloff
Subscriptions Identity is hidden: Con @iaff @
PCAP Trace
Memory Apply Re-Register Play Ringer
Settings Remove Identity Remove All Identities

Manual

1. Enter the data required by your network in the text fields:

> Account: Name/phone number.
o Password: Password for your account, if necessary.
o Registrar: Registrar address of your PBX software.

2. Click on "Apply" or "Re-Register". The "Save" button appears at the top of the page.

Operation
Home & Some settings are not yet stored permanently. Save View Changes @
Directory
Setup Login SIP NAT RTP
Preferences
Speed Dial Login Information:

Identity active: ®on Cloff @

3. Click on "Save" to save the changes permanently. Changes that have not been saved will be lost if
and when the phone loses power or is disconnected from its power source.

If the registration has been successful, the red "Power" LED will turn off. The green "Call" LED will stay
on, indicating that the snom PA1 is ready to receive announcements.

15
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Settings

Normally, it is only necessary to set the time zone and the tone scheme. You can adjust the default
settings for loudspeaker volume, amplifier gain, and automatically ending calls, as necessary or desired.

Time Zone

1. Open the PA1's web interface.

2. Click on Advanced in the menu on the left side of the window page. The "Advanced Settings"
page opens to the "Network" tab.

H ~
Advanced Settings . =
- )"/r-
Operation
Home Network  Behavior  Audio SIP/RTP  QoS/Security =~ Update
Directory Network:
Setup DHCP: @on Dot @
Preferences Options on DHCP:on 134612 1542 43 51 66 67 1| ®
Speed Dial Options on DHCP:off 43 120 125 @
Function Keys 1P address: 10.110.25.153 6]
i:en:\w; Netmask: 255.255.255.0 @
entr
ety Host Names —
entr
1P Gateuway: @
Identity 4 1y 10.110.25.25
Action URL Settings DNS:
adances ®
Certificates DNS Server 1: 10.110.1.201 @
Software Update @
DNS Server 2: 10.110.1.202
Status
System Information .
Time:
Leg NTF Time Server: 10.110.1.201 ®
ste Traci NTP Refresh Time (sec): 3600 @
DNS Cache -
- 1 Germany (Berlin) -
Subscriptions Timezone: &

3. In the Time section select your time zone (i.e., country/city) from the drop-down menu of
Timezone.

Click on "Apply" at the bottom of the page.

After clicking on "Apply", the "Save" button will appear at the top of the page. Click on "Save" to
save the changes permanently in case of power loss.

Dperation

Home &Some settings are not yet stored permanently. Save View Changes @
Directory

Setting Tone Scheme

1. Open the PA1's web interface.

2. Click on Preferences in the menu on the left side of the window page. The "Preferences" page

opens.
—
Preferences . N
-— _—-"/---
Dperation
Home General Information:
Directory Webinterface Language: English @
Setup Language: English - @
Preferences
. Number Display Style: Name - @
Speed Dial
Function Keys Tone Scheme: Germany ;\ @

16
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3. In the General Information section select your country from the drop-down list of Tone
Scheme.

Click on "Apply" at the bottom of the page.

After clicking on "Apply", the "Save" button will appear at the top of the page. Click on "Save" to
save the changes permanently in case of power loss.

Automatic termination of calls

This setting determines after how many seconds calls to the PA1 will be terminated. The default setting
is 300 seconds.

1. Open the PA1's web interface.

2. Click on Preferences in the menu on the left side of the window page. The "Preferences" page
opens.

3. Inthe PA1 Controls section, enter the number of seconds in the text field of Phone ends call
after set seconds.

PA1 Controls:

Use reset button for dialing: Clon @off @
Phone ends call after set seconds: |300 | @
Speaker Volume (1-14): |1.D | ®
Amplifier Gain : |]_ | @
Speaker : @on Coff @

Click on "Apply" at the bottom of the page.

After clicking on "Apply", the "Save" button will appear at the top of the page. Click on "Save" to
save the changes permanently in case of power loss.

Operation

Home & Some settings are not yet stored permanently. Save View Changes @

Directory

Adjusting the volume and the amplifier gain

1. Open the PA1's web interface.

2. Click on Preferences in the menu on the left side of the window page. The "Preferences" page
opens.

3. You can change the default settings for speaker volume and amplifier gain in the PA1 Controls
section.

o Speaker Volume: Enter a number between 1 (low) and 14 (high) in the text field. The default
setting is 10.

o Amplifier Gain: Enter O or 1 in the text field. The default setting is 1.

Click on "Apply" at the bottom of the page.

After clicking on "Apply", the "Save" button will appear at the top of the page. Click on "Save" to
save the changes permanently in case of power loss.

17
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Using the snom PA1

Making announcements

Dial the phone number of the PA1 and, when your phone shows that you are connected, speak your
announcement into its handset/headset/casing microphone. When you are done, terminate the call by

hanging up or pressing the / ":X— key.

Turning the loudspeaker on or off

1. Open the PA1's web interface.

2. Click on Preferences in the menu on the left side of the window page. The "Preferences" page
opens.

3. In the PA1 Controls section click on the radio buttons on/off to turn the loudspeaker on or off.

PA1 Controls:

Use reset button for dialing: Don @off @
Phone ends call after set seconds: |300 | @
Speaker Volume (1-14): |1.D | ®
Amplifier Gain : |]_ | @
Speaker : @on Cloff @

4. Click on "Apply" at the bottom of the page. Then click on "Save" at the top of the page to save the
changes permanently in case of power loss.

18
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Software update

Software Update

Software updates can be done through provisioning from the server whose setting URL is specified on

the PA1's web interface or by means of a manual update.

CAUTION: Cutting off the device's power during a firmware update (red LED on, green
LED off) will damage the firmware and render the PA1 inoperational. In such a case, the
PA1 will need to be returned to the vendor for a reset (special kit required).

Do NOT remove the device's power supply (Ethernet cable when using PoE, power
adapter when not using PoE) when the red light is on or blinking; a firmware update is

ongoing.

LED indications

[Ready or busy ] [ Off ‘i[ On

| / ( Blinking |

During firmware update

Firmware update initiated - )
‘ automatically or manually ‘ on | [ on

Red LED comes on

J

DO NOT TURN OFF POWER!

[ Firmware update in progress ] [ On ] [ off

i Green LED turns off.

Blinking Off
On Off
| Off | Off
. On | Off
Elinking Off
. On | Off

Do not turn off the power until
the green LED comes back on!

[ FW update completed; ready j [ off | [ On

J Red LED turns off, green LED

Fig. 1

Provisioning software updates

Provisioning of updates can be done in two ways:

comes on

= Fully automatic with the setting Update automatically: Whenever a new firmware version is
made available, the settings are downloaded from the settings server and the update is started

automatically.

= Semi-automatic with the setting Ask for update: The settings are downloaded from the settings
server automatically, but you are prompted to confirm any available update.

1. Open the PA1's web interface.

2. Click on Advanced in the menu on the left side of the window page. The "Advanced Settings"

page opens.

19
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3. Click on the Update tab.

Network Behavior Audio SIP/RTP DoS/Security Update
Update:

Update Policy: Update automatically - @
Setting URL: |http:_.-';'prc‘-;iswcning.sncm.ccm_.-" @

Settings refresh timer: |0 ‘ @

FnP Config: @on Cloff @

Apply Reset Reboot

Select Update automatically or Ask for update from the list box of Update policy.
Enter the settings server's URL in the text field of Setting URL.
Click the on radio button of PnP Config.

N o o a

Click on "Apply" at the bottom of the page. Then click on "Save" at the top of the page to save the
changes permanently in case of power loss.

Manual software update

If the current setting is updating through provisioning, whether automatically or semi-automatically, you
must first change these settings.

Settings

1. Open the PA1's web interface.

2. Click on Advanced in the menu on the left side of the window page. The "Advanced Settings"
page opens.

3. Click on the Update tab.

Network Behavior Audio SIP/RTP DoS/Security Update

Update:

Update Policy: Neverupdate, do notload settings - @
Setting URL: | | ®
Settings refresh timer: |0 ‘ @

PnP Config: Clon @ off @

Apply Reset Reboot

Select Never update, do not load settings from the list box of Update policy.
Click the off radio button of PnP Config.

Click on "Apply" at the bottom of the page. Then click on "Save" at the top of the page to save the
changes permanently in case of power loss.

7. Click "Reboot" and confirm with "Yes".
Updating manually

1. Open the PA1's web interface.

2. Click on Software Update in the menu on the left side of the window page. The page "Manual
Software Update" opens.
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Manual Software Update _ ~

Operation
Home You may explicitly specify which software version you want to run on this phone. Fill in the http URL
Directory which is peinting to the firmware you want to use. Please use only a complete hitp URL (like
Setup http://www.snom.com/download/share/snomXXX-vY.bin). The phone will reboot after you press
Preferences the load button.
Speed Dial
Function Keys Manual Software Update:
Identity 2 Load
Identity 3

3. Enter the firmware link in the text field of Upload Setting file manually. Obtaining the firmware
link:

a. Open snom’s web page at www.snom.com.

b. Click on Support > Download Firmware.

pport Partners Compa

n u

Step 1a: Knowledge Base/FAQ Search
Step 1b: Visit our Knowledge Base
Step 1c: Go to our FAQ

Step 1d: Visit our Forum

vad

+ Firmware:

c. The Wiki page "Category Firmware" opens. Click on "snom PA1 Update Guide".

Category:Firmware
(Redirected from Firmware)

This firmware Wizard will guide you through the Firmware Update/ Downgrade Process. Please click on the
VoiP Phone image to proceed or select the "Emergency Update/Downgrade via TFTP"

Der Firmware- Assistent wird Sie durch den Firmwareupdate bzw. -downgrade Vorgang fiihren. Bitte klicken
Sie auf das Symbol lhres VoIP Telefons oder wiahlen Sie das "Notfall- Update/Downgrade via TFTP" aus!

B e

snom300 Update snom320Update  snom360Update 0o snom7I0 snom760 Update
e e i snom370 Update Guide  snom710 Update Guide | ST e
i O km )
] i i i "
). snom UCedition ‘
A - A S
snomg20 Update  snom821 Update  snom870Update snom MeetingPaint Updatd]  snom PAT snom ONE mini
0OCS Edit Re st F
Guide Guide Guide ErER Rk o Guice Upcate Guice || Update Guide

d. The snom PA1 "Firmware" page opens. Click on "Firmware version 8".

Snom PA1/Firmware
« Snom PAT

Piease, dlick on the firmware version currently installed on your snom PA1 VoiP phane:
Eltte kicken Sie auf dis Firmware Version, dis gegenwiirtig auf threm snom PAT volP Telefon installiert st

v

Firemmms Ve ticn §
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e. The snom PA1 "Firmware/V8" page opens. Click on Manual Update to Version ....

Snom PA1/Firmware/V8

< Snom PA1 | Firmware
Your currently instated
Firmware Version 8.X
8 ve.7 V8
TFIF, ‘) BETA
/ALY ALY
—_— —
i Manual Update for Latust V8 Bela

default application

mage tn Version 8.7.3.19

5.7.4.8

f.  The "Firmware/V8/PA1 page opens. Right-click on the version’s link, then click on Copy
shortcut in the context menu.

Firmware/V8/PA1

< Firmware | V8
. Check the feature list of Version 8.7.3.25 carefully!
Va'4 . Check the release notes for version 8.7.3.25 carefully!
. Check the change log for firmware branch 8.X carefully!
v . Check the Known lssues section for 8.7.3.25 carefully!
. Perform the update from V8.X to Version 8.7.3.25 following the steps below:

[E, NN

o Right-click on the following link and choose Copy shorteut:

s snomPA1 B.?Giﬁ\n}j\uumx. 3 MByte) &

http:// provisioning.snom.com/download/fw/snomPAL-

@ Open the Web UEJ 8.J.3.25-51p-F.bin page

g. On the Manual Software Update page of the PA1, place the cursor into the textfield of
Firmware, right-click, and click on Paste.

Manual Software Update:

Firmware: I @

Load

Your phone is shipped with a valid license prein:

Copy
the manual license upload to enable additional s| =k 3
license in case it's missing or demaged. If the u .50 b
MAC address of the phone) it will be ignored an Delete

4. Click on Load.

The PA1 starts the firmware update, indicated by the red LED lighting up and the green LED going
out. The firmware update is done when the red LED goes out and the green LED comes back on.

CAUTION: Cutting off the device's power during a firmware update (red LED on, green
LED off) will damage the firmware and render the PA1 inoperational.

Do NOT remove the device's power supply (Ethernet cable when using PoE, power
adapter when not using PoE) while a firmware update is ongoing.

‘ Firmware update initiated - ‘ [ On ] [ On j Red LED comes on
automatically or manually DO NOT TURN OFF POWER!
[ Firmware update in progress j [ On ] [ off |  Green LED tumns off.
R off Do not turn off the power until
On Off the green LED comes back on!
| Off | Off
| On | Off
Elinking Off
. On | Off
[ FW update completed; ready ] [ off | [ On j fsiéii;ums off, green LED
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Troubleshooting

Reboot

1. Open the PA1's web interface.

2. Click on Advanced in the menu on the left side of the window page. The "Advanced Settings"
page opens.

Click on the Update tab.

Click on "Reboot" and confirm with "Yes". The red LED lights up, and the green LED goes out.
When the PA1 has finished rebooting, the red LED goes out, the green LED lights up, and the web
interface is available again.

Hard reboot

Disconnect the power, wait for a few seconds, and reconnect.

Warning: Never disconnect the power during a firmware update! Cutting off the
device's power during a firmware update (red LED on, green LED off) will damage the
firmware and render the PA1 inoperational.

In such a case, the PA1 will need to be returned to the vendor for resetting (special kit
required).

Do NOT remove the device's power supply (Ethernet cable when using PoE, power
adapter when not using PoE) when the red light is on or blinking; a firmware update is
ongoing.

LED indications

[Ready or busy ] [ off | [ On ] / (EllinkingJ

During firmware update

‘ Firmware update initiated - ‘ " on [ on | Red LED comes on
automatically or manually DO NOT TURN OFF POWER!

[ Firmware update in progress j [ On ]\’ off |  Green LED turns off.

Blinking Off Do not turn off the power until
On Off the green LED comes back on!
| Off | Off
| On | Off
Blinking Off
[ On | Off
[ FW update completed; ready j [ off | [ On j Red LED turns off, green LED

comes on
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Reset to factory values
Press the "IP/Reset" button to the left of the LEDs.

Warning: All customized settings will be lost! See "Initializing and Configuring the PA"
on page 10 for information on how to initialize and configure the PA1 anew.

Contacting snom Support

Please visit our knowledge base and our forum first. You may find the answer to your question in one
of the topics there. If you haven't found an answer or a solution to your problem, please post your
question or problem on the forum (http://forum.snom.com).

Note: The forum is accessible to the general public. Do not post any private and/or
security-relevant information there. This includes MAC addresses, SIP headers, etc. that
may allow others to hack into your system or use your identity for nefarious purposes.

If you haven't received an answer or solution within a reasonable amount of time (generally two work

days), send the link to your posting to Support. You need to create a support account first, if you don't
already have one.

Creating a support account

—

Open snom’s web page at www.snom.com.

Click on the Support tab to open the Support window.

Click on End Customer Support.

On the Support Center page, click on Register new account.
Fill out the form and click Register.

You will receive an automatic email. Click on the link to activate your account.

N o oA N

You will receive a second email containing your account name, email address, and password.

You can now submit tickets requesting support to snom Support.

Submitting a ticket

—

Open snom’s web page at www.snom.com.

Click on the Support tab to open the Support window.

Click on End Customer Support.

On the Support Center page, enter your email address and password and click on Login.

Click on "Ask for support".

2 e

Follow the instructions on the screen.
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Submitting system and settings information

System information

1. Open the phone’s web interface > Status > System Information.

2. Copy the text under System Information into your forum posting or into the emalil, if Support has
asked you to contact them by email.

Make sure to delete the MAC address and the IP address, if the posting or e-mail can be read by
the public.

System information

Open the phone’s web interface > Status > Settings. Make sure to delete private and/or security-
relevant information like the MAC address, public IP address, etc.

Traces

snom Support may ask you to submit a SIP Trace and/or a PCAP Trace to help them analyze your
problem.

Performing a SIP Trace

—

Open the phone'’s web interface > Status > SIP Trace.
Click on "Clear" to clear the page.

Recreate the error to be documented in the trace.

Click on "Reload".

Copy the text and submit to Support in whatever form they requested you to use.

o > 0 »

Performing a PCAP Trace

—

Open the phone's web interface > Status > PCAP Trace.
Click on "Start" to start recording network traffic.
Click on Stop to end recording.

Click on the “here” link to open the file download window and save the file.

o > 0N

Submit the file to Support in whatever way they requested you to use.
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Appendix 1 - Drilling Template PA1 Wallmounting
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Appendix 2 - GNU General Public License

COPYRIGHT NOTICE AND WARRANTY
DISCLAIMER

Das Produkt enthilt Software, die unter der GNU General Public
License, Version 2, frei genutzt werden darf.

This Product contains Software applicable to GNU General Public
License, Version 2 which can be used freely.

Im Verhaltnis zu den Lizenzgebern der Software gilt der folgende
Haftungsausschluss:

Towards the licensor of this Software the following liability is disclaimed:

This program is distributed in the hope that it will be useful, but
WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details.

Der Lizenztext der GPL lautet wie folgt:
The GNU General Public License is as follows:

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991

Free Software Foundation, Inc.
59 Temple Place, Suite 330
Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom
to share and change it. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change free software-
-to make sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation's software and
to any other program whose authors commit to using it. (Some other
Free Software Foundation software is covered by the GNU Library
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have
the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new free
programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone
to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it. For example, if you distribute
copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too,
receive or can get the source code. And you must show them these
terms so they know their rights.
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We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original,
so that any problems introduced by others will not reflect on the original
authors'reputations.

Finally, any free program is threatened constantly by software patents.
We wish to avoid the danger that redistributors of a free program
will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must
be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION
AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright
law: that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation
in the term "modification".) Each licensee is addressed as '"you'.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of running
the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether
that is true depends on what the Program does.

1.You may copy and distribute verbatim copies of the Program's source
code as you receive it, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty; and give any other
recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you
may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or any part
thereof, to be licensed as a whole at no charge to all third parties under
the terms of this License.

c) If the modified program normally reads commands
interactively when run, you must cause it, when started running for
such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice
that there is no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these conditions,
and telling the user how to view a copy of this License. (Exception:



if the Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print
an announcement.)

These requirements apply to the modified work as a whole. [f identifiable
sections of that work are not derived from the Program, and can be
reasonably considered independent and separate works in themselves,
then this License, and its terms, do not apply to those sections when
you distribute them as separate works. But when you distribute
the same sections as part of a whole which is a work based on the
Program, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote it.

Thus, itisnotthe intent of this section to claimrights or contest yourrights to
workwrittenentirely byyou;rather, theintentistoexercisetherighttocontrol
the distribution of derivative or collective works based on the Program.
In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume
of a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based
on it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of the

following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software

interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your cost of
physically performing source distribution, a complete machine-readable
copy of the corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

c) Accompany it with the information you received as to the
offer to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord
with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that
is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

If distribution of executable or object code is made by offering access
to copy from a designated place, then offering equivalent access to
copy the source code from the same place counts as distribution of the
source code, even though third parties are not compelled to copy the
source along with the object code.

4. You may not copy, modify, sublicense, or distribute the
Program except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is void,
and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License
will not have their licenses terminated so long as such parties remain in
full compliance.

5. You are not required to accept this License, since you
have not signed it. However, nothing else grants you permission to
modify or distribute the Program or its derivative works. These actions
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are prohibited by law if you do not accept this License. Therefore,
by modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based
on the Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further restrictions
on the recipients'exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of
patent infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute
so as to satisfy simultaneously your obligations under this License and
any other pertinent obligations, then as a consequence you may not
distribute the Program at all. For example, if a patent license would
not permit royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply
and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any such
claims; this section has the sole purpose of protecting the integrity of
the free software distribution system, which is implemented by public
license practices. Many people have made generous contributions
to the wide range of software distributed through that system in
reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.
This section is intended to make thoroughly clear what is believed to be
a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted
in certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries not
thus excluded. In such case, this License incorporates the limitation as
if written in the body of this License.

9. The Free Software Foundation may publish revised and/
or new versions of the General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.
Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number
of this License, you may choose any version ever published by the Free
Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the
author to ask for permission. For software which is copyrighted by the
Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by
the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE,
THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT



PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM ,AS IS* WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms
to Your New Programs

lf you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these
terms.

To do so, attach the following notices to the program. It is safest to
attach them to the start of each source file to most effectively convey
the exclusion of warranty; and each file should have at least the
"copyright" line and a pointer to where the full notice is found.

<one line to give the program‘s name and a brief idea of what it
does>Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify it
under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or (at
your option) any later version.

This program is distributed in the hope that it will be useful, but
WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software Foundation,
Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

V.

Den vollstandigen korrespondierenden Sourcecode der
Software  schickt lhnen die snom technology AG  auf
Nachfrage gerne auf einem (blichen Datentrdger gegen

Erstattung der Herstellungskosten in Hoéhe von EUR 5,- zu.

Der vollstéandige korrespondierende Sourcecode kann auch tiber
unsere Website unter http://www.snom.com/gpl_.htmI?&L=0 herunter
geladen werden.
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If requested by you, the complete corresponding source code of the
Software can be sent by snom technology AG on a standard data
storage medium against the reimbursement of the manufacturing costs
of EUR 5.- per unit.

The complete corresponding source code of the Software can also be
downloaded from our web site http://www.snom.com/gpl_.htmI?&L=0.

V..

Weitere Informationen finden Sie auch unter
http://www.snom.com.

For further information see http://www.snom.com.
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